HALIOHA/TbHUW TEXHIYHUA YHIBEPCUTET YKPATHW
«KUIBCbKUMN NOAITEXHIYHUW IHCTUTYT»
HABYANBHO-HAYKOBWIN KOMMNJEKC «IHCTUTYT MPUKNAOHOIO
CUCTEMHOIO AHA/I3Y »

KADEOPA MATEMATUYHUX METOAIB CUCTEMHOIO AHANIZY

bakanaBpcbKa AMNA0OMHa poboTa Ha TEMY:
«CTBOpPEHHA po3MnoAaiNeHOl CUCTEMM CNINIKYBAHHA 3 AMHAMIYHUM KepyBaHHAM»

BUKOHAB:
CTYLAEHT IV RYPCY TPYTNWN KA-24

KOPHIEHKO IBAH
HAYKOBUMN KEPIBHWK:
ACUCTEHT, KYXAPEB C.O.




AKTYa/IbHICTb TEMU

* 3poCTatouMn TpeHA, Y BUKOPUCTAHHI MynbTUmedia KOMYHIKauii vy
Mmeperki IHTepHeT BUKIMKAE NOTpeby Yy CTBOPEHHI AKICHO HOBUX
CUCTEM CNiNKYBaHHA. Pasom 3 TUM, 3POCTAaHHA LWBUAKOCTEN
NepCcoHaNbHMX KOMM IOTEPIB Ta MepPEX Aa€E MOXKAMBICTb CTBOPHOBATH
PO3MnoAineHi CUCTeMU CNiIKYBaHHA 3 AMHAMIYHUM KepyBaHHAM, AKi
ePeKTUBHO pPO3MNOAINAITb HABAHTAXXEHHA MiXK KAIEHTAaMK, He
HaBaHTaXXYHOUU cepBepu.



MeTa

CTBOPEHHA PO3MOAiNEHOT CUCTEMM CNINKYBAHHA 3 AMHAMIYHUM KepPyBaHHAM, AKa 6
3abe3neyyBania PO3NOAi/IeHHS HABAHTAXKEHHA HA CEPBEPM MiXK KNIEHTAMU, a TAKOXK
3abe3nevyBana 6inbl epeKTUBHE PO3NOAINEHHSA HABAHTAXKEHHSA HA KNIEHTIB.

Ob6’eKT pocnipKeHHN

Po3nogaineHi cmctemu cnizikyBaHHA 3 AMHAMIYHUM KEPYBAHHAM B KOMM FOTEPHMUX
MeperKax.

Mpeamet gocnipXeHHA

MeToaun 3abe3neyeHHA CNiZIKYBaHHA MiXK KNIEHTaMKU B KOMN IOTEPHUX MEpPEXKaX.



[locTaHOBKa 3a4aui

1. Po3pobutun apxiTekTypy po3noaiseHol CUCTEMM CMiSIKYBAHHA 3
ANHAMIYHUM KepyBaHHAM

2. Po3pobutn nporpamy ana peanisaiii po3nogizieHoi cuctemu
CNINIKYBAaHHA 3 AMHAMIYHUM KepyBaHHAM

[poTecTyBaTn po3pobaeHy cMCTEMY B peasibHUX YMOBaX

4. [poBecTn NOPiBHANbHMK aHaNi3 PO3pobaeHOl cucTemMun Ta
ICHYHOUYMX aHA/I0rIB PO3N0oAiNEeHNX CUCTEM CMIiJIKYBAHHA



LLlo Take KoOMYHIKaLia?

*KomyHikauia — ue npouec nepeaadi iHpopmau,ii B 4aci abo npocrtopi.

*Cnuctema KOMyHiKauii (cninkyBaHHA) MorKe ByT BU3HaYeHa ik Habip 3acobiB, AKUIM YMOXKAUBAIOE
KOMYHIKaL,ito.

°[lig, pPO3MOAINEHOD CUCTEMOI CMiNKYBaHHA OyAemMo pPO3YyMITU KIEHT-CEPBEPHY CUCTEMY
CMiNIKYBaHHA, B AKIN KNieHTKU bepyTb Ha cebe BiANOBiAa/bHICTbL 332 0OMIH ByAb-AKMMM TUMAMMU
MeAia AaHUX MiXK cob0olto, a cepBep NuLLe NIATPUMYE 3’ €AHAHHA MiXK KNIEHTAMMU.

*[ig AMHAMIYHUM KepPYBaHHAM C/lig, PO3YMiTK Te, WO Y Mepexi He byae ogHOro KOHUEHTPATopPa,
AKOMy 6 yCi NpUEAHAHI A0 HbOTrO KOPUCTYBaYi BiANPaBAAIN CBOI AaHi, | AKMIM BM TPaHCNOBAB L
AaHI IHWMM KOpPUCTYBaYaM. 3aMiCTb LUbOro KOXEeH KOPUCTYBay Ma€ PiBHI NpaBa i cam € CBOro
POAY KOHLUEHTPATOpOM. laea nonarae y Tomy, Wwob KOpUCTyBayi 3 MEHLLO LWBUAKICTIO iIHTEPHET-
3’€eHaHHA BiACKMNAAN CBOI AAHi NLLE MEBHUM KOPUCTYBaYam 3 BinbLIOKO WBMAKICTIO, SIKi, B CBOIO
yepry, TPAHCAKBATUMYTb IX MeAia AaHi IHWMM KOPUCTYyBa4yam KOHdepeHLil.



PUHOK NAaTtpopm CUCTEM CMINIKYBAHHSA

Skype Google+ Hangouts iChat
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[lepenik meToAiB Ta TEXHO/IOTIW A4
CTBOPEHHA CUCTEeMM CNIJIKYBAHHS

MepexeBi TeXHONOTil: MeTtoau peanisauii:
* NAT * nnatpopma Node.js
 STUN/TURN * TexHosoria WebRTC
« SDP/SIP/ICE * EasyRTC API
* HTTP/HTTPS * HTML, CSS, JavaScript



MexaHizm NAT

NAT — e mexaHism B mepexax TCP/IP, akuii go3sonse
nepeTsoptoBaTu IP-agpecn TpaH3UTHUX NAKeTIB.

10.0.0.0/24
I'IepeBam NAT: !
Jlo3gonse 3ekoHomumu IP-adpecu 10002
*  [fo3gonse 3anobiamu yu obmexcumu !7
docmyrn 3068Hi 00 BHYyMpiWHix xocmis, 0003
307UWaK4YU MOXU8icmes oocmyny 3cepeGUHu HO308Hi NAT
*  [lo3eos14€ npuxosamu neeHi BHympiwHi cepsicu ! . WWw
8HYMPpIWHiIx xocmis/cepeepis 10.0.0.10 10.0.01 | 88.66.55.66
Hep,onlku NAT: !—
Cmapiwi npomokonau He niompumyrome mexaHiamy NAT L
*  CknadHowi npu ideHmugikayii Kopucmysadie npu !7
mpaHcAayii aopec «bazamo 8 00Hy» e
*  Moxnusicmb 8UHUKHEHHA into3ii DoS-amaKu

*  Bumazae 000amKogux HAAAWMYBAHb 014 MiPUH208UX
mepexc




MexaHi3mmn npoxoaxeHHAa NAT

STUN TURN

STUN — ue mepexeBuU NPOTOKO/, AKUN TURN — ue npoToKon, AKMM A03BOJISIE BY3/Y 33
A03BOJIIE KNIEHTY, AKNN 3HAXOAUTbLCA NAT yn 6paHamayepy

3a cepBepom NAT (abo 3a KinbKoma TaKUM#U oTpumyBaTu BXigHi aaHi yepe3 TCP yn UDP
cepBepam), BU3HAUYUTU CBOLO 3’eAHaHHA. Taka MOXKNUBICTb

30BHiWHIO IP-agpecy, cnocib TpaHcaAauii nopta  0cobAMBO aKTya/ibHA BYy3/1am 33

B 30BHILLHIN MepesKi, cumeTpudyHnmm NAT abo 6paHamayepis,
NoB’A3aHMM 3 NEBHMM HOMEPOM MNOPTA. AKi 36MpatoTbCA CTaTM NPUMMALOYOLO

CTOPOHOI Y 3’€AHAHHI 3 OAHUM
KOHKPETHMM BY3/10M (peer-om).



[Thatpopma Node.js

Node.js — ue Kpoc-nnathopmHe cepeaoBulle BUKOHaAHHA (runtime environment) 3 Biakputnum
NPOrpamHmUM KoZoM Ana PO3POOKKN cepBepPHUX CTOPIH BED-A0AaTKIB. He ANBAAYMCH Ha Te, WO
Node.js He € dpenmBopKom JavaScript, 6arato noro 6a3oBMx MoAy/iB HAaNMCAHO CaMe Ha
JavaScript i po3pobHMKM MOXKYTb | Cami MUcaTn HOBI moAayni Ha JavaScript. [laHe cepegoBuule
BMKOHaHHA iHTepnpeTye JavaScript, Bukopuctosytoun JavaScript pywin V8 (po3pobnieHuni
NAHCbKMM BigaineHHAM KomnaHii Google).

Node.js mae noainHo-opieHTOBaHY (event-driven architecture abo EDA) apxiTeKTypy, AKa
[103BO/ISIE aCMHXPOHHMIM BBiA/BuMBIA (asynchronous I/0O). Takuit An3anH mae Ha meTi
ONTUMI3yBaTK NPOMNYCKHY 34aTHICTb Ta MacTaboBaHICTb Yy Be6-A04aTKax 3 BEIMKOIO KiNbKiCTIO
onepaLiii BBoay/BMBOAY, a TaKOXK AN Beb A0AaTKiB peanbHOro Yyacy (Hanpuknag ana nporpam
CNiNIKyBaHHA B peanbHOMY 4aci Ta 6pay3epHux irop).



TexHonoria WebRTC

WebRTC (aHrn. Web Real-Time Communication, Beb-cninkyBaHHA y peasibHOMY 4aci) — ue
wabnoH API, okpecnenmnn W3C (World Wide Web Consortium, KoHcopuiym BcecBiTHbOI
NaBYTUHMN), AKUIM NiATPUMYE A0AATKM ANA FONOCOBUX A3BiHKIB, Biaeo-KOHPepeHLUin Ta peer-to-
peer o6miHy pannamm Tuny bpaysep-bpaysep 6e3 HeobxiAHOCTI BHYTPILLHIX Y/ 30BHILLHIX
AO4aTKIB.

Ans kiHuesoro Kopuctysaya WebRTC mae aBi 3Ha4YHMX nepeBsaru:
° [pocToTa BUKOPUCTAHHA: CMi/IKYBaHHA B peasibHOMY 4Yaci NiagTPMMYETbCA 6e3 NoTpebun CTOPOHHIX
AO04ATKIB UM NANariHis.

o be3neka: WebRTC 3abe3neuye AoTpuMaHHA WMdPyBaHHA meaia AaHUX. Takum ynHom, WebRTC
3abe3neyvye BULLMIN piBEHb He3NeKn aHiXK BiNbLUICTb AOCTYNHUX HA AAHUIA MOMEHT KOMEPLLIMHUX CUCTEM

TenedoHii.



AHani3 po3pobneHol CMCTeEMU CNIJIKYBAHHA

(cepBepHa YacTmnHa)
HTTPS Cepgep Socket.IO
d
SSL Iapamerpu: (I;ilgfgnb 3abe3neueHHs
e - agpeca YBaHHA CEPBEPA 3
wHdpysanHs - nopt KIEHTAMH
1_l 1
EasyRTC
WebRTC
Moayne BCTAHOBICHHA Monyas
KOMYHIKaii Mix ¢ . 3abeanevueHns
K/Ii€HTaM¥ (IIPOXO/DKEHHS CIIIIKYBAHHA MIX
cepsepis NAT) KIIiEHTAMH <

Cepsep

HTTPS cepBep & cminkyBanHg €] Kiient 2

Momys
3a0e3eueHHs

cepBepa 3
KJTIEHTaAMU

|

Kmienr 1

[TouaTkoBe '€ JHAHHA KIi€HTA 10 cepBepa

BiampaBieHHS cepBepoM KTi€HTChKOI YaCTHHHU J10JaTKa

<«—>»  Tlorik c1y00BHX MOBIIOMIEHb MK KTIEHTOM Ta CEPBEPOM

12



AHanNI3 po3pobEHOT CUCTEMM CMINKYBAHHA
KNIEHTCbKA YaCTUHa: iHTepdenc

€ & C | &bups//1047.102.11:8082/login DI B =
e @B O Wems PW B o m— o — 0 — w— ) W e wm

My ID is kdlfiuv12Ugl6hSHVIIR [ ﬂ Elements Console Sources Network Timeline Profiles Resources Security Audits  Adblock Plus : x

0JOsN76xYvNXMeHnVIiU ® V¥ top v [ Preserve log
show stats : id = 4VCzsqYni8@pS2djV1iT; app.js:191
cease showing stats : id = 4VCzsqYni8@pS2djV1iT; app.is:195
statistics for @1 stream : app.is:197

packetsSent : [25,25,25,25,25,25,25,25,25,25,25,25,25,25,25,25,25, 25, 25, 25, 25,25, 25, 25, 25, 25, 25,25, 25,25, 25, 25, 25,25, 25]

packetsLost : [9,0,0,1,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0]

packetsLost in % :
[0.90,0.00,0.00,0.04,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.
90,0.00,0.00,0.00,0.90,0.00,0.02,0.00]

bitRate :
[39.797,38.672,38.984,38.063,38.0808,39.531,39.531,39.828,38.188,37.875, 38.359,37.578,37.906, 38.406, 39.234,38.797,38.828,39.922,39.906,39.6
72,38.469,39.391,38.094,38.234,38.500,39.484,37.422,36.766,37.406,37.125,36.828,37.563,37.188,37.063,39.281]

RTT : [-1,-1,-1,15,15,15,15,15,15, 15,15,15, 3, 3,3, 3,3,3,3,3,33,3,1,1,1,1,1,2,2,2,2,2,2,2,6]
statistics for 11 stream : app.is:197

packetsSent :
[91,91,92,94,98,102,94,104,103,103,92,103,101,98,101,100,99,94,102,107,95,100,98,101,100,101,99,182, 106, 98,108,102,100,97,103]

packetslost : [6,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,0,0,0,0,0]

packetslLost in % :
[0.00,0.00,0.00,0.00,0.00,0.00,0.00,8.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.00,0.
©0,0.00,0.00,0.00,0.090,0.00,0.00,0.08]

bitRate :
[155@.172,1525.250,1574.594,1589.906,1673.813,1714.203,1586.844,1745.281,1714.878,1763.719,1580.250,1721.906,1690.0878,1681.828,1734.219,16
84.969,1700.688,1624.750,1723.172,1832.847,1619.672,1673.813,1655.750,1725.594,1713.469,1721.391,1679.758,1699.281,1758.594,1640.609,1677 ..
766,1713.578,1691.766,1676.406,1756.969]

RTT : [,§,6,5,5,5,5,4,4,3,3,4,4,3,3,3,3,3,3,2,2,2,2,2,2,2,2,2,2,2,2,2,2,2,2]

Hangup 0JOsN76xYvNXMeHnVIiU

[[Statistic of sending to 0JOsN76xYvNXMeHnVLU show stats : id = @JOSNT6XYVNXMeHNV1iU; app.is:101
[[audio [d097e44£-446e-45b3-a956-71430289514] %
[Ps 25

[Pz 0.00 %

[BitRate 41.016 kBps

[RTT 2 ms

[video [Sca5d2e1-8893-4b7b-93ef-55£228821bee]

[Ps 102

[P 0.00 %

[BitRate 1738.828 kBps

|RTT [4 ms ]




AHani3 po3pobneHol CUCTEMM CNISIKYBAHHA
(KNiEHTCbKa YaCTMHA: 34iIMCHEHHA A3BiHKIB)

ITouatox Ti€HT 1 BIATIPABIIAE 3aITHT KiieHt 1 oGupae 3 MHOKHHH
l Ha OTPHMaHHA BiJeo KI€HTIB, AKI MOKYTh
: : —> . £ : :
KiieHra 2 1HITHEM BIATIPaBHTH HOMY B17€0 JaH1
' y4JacHHKaM KoH(epeHIii Krienra 2, HaltGMILKIOro
KmieHnt 1 poGHTP 3aruT

Bigeo Kmienra 2

Knient 1 Bignpasise
HAHGTIDKIOMY KIi€HTY 3aITHT
HAa OTPHMAaHHA Bileo JaHHX

Cepenl yUacHHKIB €
KIi€HTH, AKI MOXYTh
BiAIIPaBHTH BiZeo

KmieHT 2 Moke
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Krienry 1

Kmienra 2 Kmienry 1 Kmienra 2
KiieHT 2 BiampaBIAe Bimeo KmieHT 1 He OTpHMYE Bifeo AaHi OGpaHHIT KTi€HT BiapaBJLie
nmani Kmienty 1 KiieHTa 1 Bigeo mani KmieHt 2 KmieHTy 1

){ Kinens }‘




AHanNI3 po3pobEHOT CUCTEMM CMINKYBAHHA
(NMprknag poboTM Po3NoAiEeHHA HaBAHTAXKEHHS |
OMHAMIYHOro KepyBaHHA)

r o
[ Kaienr 3 B3 Kmient 2
<=

iy TloTiK Bigeo gaHHX KraieHTa 1
. TTOT1K Bigeo maHHX KaieHTa 2
-3  Tlotik Bigeo maHux KiieHTa 3



[lepeBipKka po3pobaeHoi cucTemm

(cepBep
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BUROPUNCTAHHA ONEePaATUBHOI NaM

Memory Usage, kBytes

100000

98000

96000

94000

92000

90000

88000

86000

CT1:9T:€
70:9T-€
96:9T:€
8:ST:€
Ov:ST:€
CESTiE
veSTE
9T:ST:€
80-ST-€
00:ST:€
[AB4R3
I4A483
SEVILE
LTVTE
6T-vT:€
TT:vT:€
€0:vT:E
SGET €
LY-ET €
6€-€T €
TEET€
€CETE
ST-ET:€
LO-€T:€
6S:CT:€
TGCT:€
[ AA4%3
SECTE
LTCT €
6T-CT:€
TT-¢T:€
€0:CT €
SSTT:E
- TT:€
8ETT:€
0€TT €
CCTTE
VITT:€
90-TT:€
859:0T:€
05:0T:-€
r-0T:€
e OT:€
9¢:0T:€
8T-0T:€
OT-0T:€
¢0:0T:€
75:60:-€
917:60:-€
8€:60:€
0€:60-€
¢C-60-€
71:60:€
90-60:€
85:80-€
67:80:€
T:80:€
€€:80€
S¢:80-€




[lepeBipKka po3pobaeHoi cucTemm

iK)

Network traffic, Bytes

J

MeperKeBUn Tpa
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[TepeBipKa po3pobaeHol cucTtemun
(biTpenT Biaeo B 6iT/c)
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[epesipka D03P0ONEHOI CUCTEMU
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[TepeBipKa po3pobaeHol cMcTtemun
(round-trip-time gna Knienta 1 8 mcC.)
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[TepeBipKa po3pobaeHol cMcTtemun
(round-trip-time gna KnieHTa 2 B MC.)
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[TepeBipKa po3pobaeHol cMcTtemun
(round-trip-time gna KnieHTta 3 B MC.)




[TepeBipKa po3pobaeHol cucTtemun
(round-trip-time gna Biaeo NOTOKiB)

_ 3.49 2.82 2.29 9.37 10.88 8.94

NMapameTp RTT MOXHa BUKOPMUCTOBYBATU A1A OLiIHIOBAHHA 3340B0OIEHHA KNIEHTA WBUAKICTIO Nepeaui
Mmeaia AaHUX | OLLIHKOBAHHA Yacy 3aTPUMKKM NOBIAOM/IEHD, AKI NepeaatoTbCA MiXK KNIEHTAaMKU. 3aTPUMKY

MOXHa BBa)aTu 3a40Bi/IbHOIO, AKLWO BOHa He nepesuilye 500 mc.

Y Hawomy BUNagKy MakcumasibHe 3HavyeHHA RTT cepep ycix BiagnpasBneHUx megia noTokKiB cknano 35 mc.,
cepefHi X 3HaYEeHHA He NepeBuLLyBann 4 Mmc., OTXKe piBeHb AAHOr0 NapameTpa CUCTEMM 3a40Bi/IbHUN.



[TepeBipKa po3pobaeHol cucTtemun
(BMUKOPUCTAaHHA CUCTEMHUX pecypciB)

_ 11.3 20.6 29.6

_ 34.9 /295 28.9/29.3/29.8




[TopiBHANBHMUM aHaNi3 PO3pP0bAEHO]
CUCTEMM 3 iCHYIOYOotO (Skype)

. | ‘ Il \
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HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH
mmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmmm
HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH

Bumipn napametpa RTT ansa nporpamu Skype, B mc.



[TopiBHANBHMUM aHaNi3 PO3pP0bAEHO]
CUCTEMM 3 iCHYIOYOotO (Skype)

8.94 8.35

139.25 39
6.12 3.5
6 3
27 11



BMNCHOBKMU

° pO3p06EHO APXITEKTYPY PO3NOAINEHOI CUCTEMM CNINKYBAHHA 3 AUHAMIYHUM
KepyBaHHAM

° PO3POOUTM Nporpamy Ana peanisauii po3noAineHoi CMCTEMU CNiNIKYBAHHA 3
ANHAMIYHUM KepyBaHHAM

° MPOBEAEHO TECTYBAHHA CUCTEMM B PEaIbHUX YMOBAX HA NPUKAAAi CTBOPEHHA
BiJ€OKOHPepeHLii 3 TPbOoX OCib

° MpoBeAeHO NOPIBHAJIbHUIM aHaNi3 po3pobaeHOl CUCTEMMU 3 ICHYHOYMM Ha
PUHKY aHanorom — Skype



[1aKkyto 3a yBary!






